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*Future mission requirements &
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Future Mission Reguirements
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The Sensorweb

¢ Multiple vantage points used together
- LE0 - lidars, high resolution imagery, global coverage
- GEO - high temporal resolution, tracking local phenomena
- 11 - solar reflective measurements (ozone, aerosols, efc.)
- Polar GEO - light sall systems
- Formation fluina

= PommioToTmnkia Iracanfiqurable sensor systems
. Hulonomous Systems
T cuents for callbration and valldation

. Lnur cost micro and nano-satellites: sensorcraft with
deployable aperatures

- Cheap to duplicate
= Simplified systems engineering
- Class B parts
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Challenges

*:Connectivity

= Point ol attachment between orbiting sensor
net and the Internet changes

= Security

= Your spacecraft Is at 66.170.238.2417 |
always wanted my own spacecratt. ..

= Efficiency

= LLarge data sets require efficiency, especially
across the space-to-ground link
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Appreach

*: Standardized protocols / extensions
allowing multiple vendor implementations:

= SEcUrity gateways
= Advanced IP Maobility
s Resource Reservation

*:Proof-of-concept implementation
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NGSI Protocol Extensions

Support for Requirements Signaling

ih EIR Other Apps

SCPS-FP

sisihe bt Key Mgt MobilelRl| BW Mgmt.
. 1 4
End-to-End
TCRE Signaling
Options TCcP UbDE -
T 1 4 4 Per Router
1 | 1 Actions
Signaling
SCPS-SP IPSec between
Home/Foreign
t i T Agents
} I 1
Signaling
SCPS-NP P between
Security
T L\/IobileIP Gateways

HA/FA: encapsulation
. and decapsulation
Bandwidth Management
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NGSI| Architecture

MobilelP
Home

|P-in-UDP Tunnel

MobilelP CCSDS MobilelP

Mobile Security *PS.SP Link Foreign
Node Gateway $¢P‘ ‘$ Y | Endpoint Agent

Intserv (RSVP) prevents congestion-based loss
g/ig/% 58393 MobilelP allows Internet-based users to contact spacecraft
Security gateways translate between IPSEC and SCPS-SP



IPSEC / SCPS-SP Security
Gateways

. SCPS-SP has lower overhead than IPSEC
. Trusted gateways allow legging, monitoring, policing, PEPs
. Standardized IKE options for efficient key exchange

Security Gateway Security Gateway

SCPS-SP
w/3DES
>V\

IKE Daemon Negotiates & re-writes IKE Daem
keys in Security

\ Association Database

0a000001 02000002 12345678ABCDEFGHabcdefgh 8 2 123456789016 0 0 0 F
/ 02000002 02000001 12345678ABCDEFGHabcdefgh 8 2 1234567890 16 0 0 0 F

SCPS-SP Security Association Database Table

O
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Stanadard ViebilelP (No NGSI
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MiobilelP with NGSI Extensions

O
N schedule Alert

(8
Pl
Sends Registration

-
"] o
|\ o
S /
Request to Home Agent

: His
i - Tr

gm ...... g‘\
. 5
e T
Tunnel Protocol Overhead

at Ground Station

" Registration & Tunnel in place
k7 \\\ for connection establishment

& o, \"
- SRS

& Standardized MobilelP
extensions for scheduled
operations

= Mobile router uses IP-in-IP
tunnel and MobilelP signaling
across the space link

Data Delivery ~ "*e.. Connection



Viobille Router

*. Really designed for

‘one-hop’ mobile A
= Each mobilg router :mm;ue .
Supports a fixed . 4 MR loopback
mobile subnet T
& Carries IP tunnel * Forsign agent (FA

across the mobile Wtaues WA

channel Ll i
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NGSI and Cisco Viobile Router
Approaches

Feature
Mobile — FA Signaling
(Across the space-to-ground! link)

Per-packet overhead

Operation in multi-hop
constellation environment
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Cisco Mobile Router

Yes — Router Solicitation
/ Advertisement / Mobile
Registration

IP-in-IP encapsulation
(20 bytes)

Difficult for dynamic and
multi-hop constellations

NGSI
No — MobilelP tunnel
configured ahead of time

None

Yes
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Sending Platform Intermediate Routing Platform Receiving Platform

. Protects data from congestion-based loss, provides some
class of service (CoS)

. Applications signal data requirements to the network

&. Network responds (yes/no)
= If yes, network provisions the path =» prevents congestion loss

&: Standardized RSVP extensions for protocol translating

gateways
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Standardization

Document Tracks

Q)
Hard Mission | Prospective
Requirement . Requirement

Qa0
WHITE
BOOK:

PROPOSED
STANDARD

Hard Missionf
Requirement: ORANGE

BOOK:

~ | EXPERIMENTAL

EXPERIMENTAL
DEPLOYMENT

MISSION
DEPLOYMENT

*. Few missions
currently requesting IP
services

*: Standardizing NGSI
services In CCSDS
‘experimental” track

= Feedback from space

agencies and
Interested parties

= Can be quickly
converted to standards
track when appropriate
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Prototype Implementation

MobilelP
Home
Agent

|P-in-UDP Tunnel

MobilelP T ] MobilelP
Mobile Security E¥ed-1:MJ-R \ Foreign
Node .
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Standards-Based Approach to IP'In
Space

CRURSTeVeranylinkiayer(s) taat support |P;
tested with CCSDS telemetry / telecommand

= Open International standards:
= Can be implemented by any vendor
= Allow international cross-support for missions

®SCPSH T NGSI Viaximize Data Return

= High-efficiency network, security, and transport
& End-to-end or via gateways
= Low-overhead mobility support for spacecratft

= Resource reservation to prevent congestion loss
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